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5. Employees and contractor personnel under their supervision make back-up 

copies of sensitive, critical, and valuable data files as often as is deemed 
reasonable. 

 
h) Users of Northern College Internet connections must: 

1) Know and apply the appropriate Northern College policies and practices 
pertaining to Internet security. 

2) Not permit any unauthorized individual to obtain access to Northern College 
Internet connections. 

3) Not use or permit the use of any unauthorized device in connection with 
Northern College personal computers. 

4) Not use Northern College Internet resources (software/hardware or data) for 
other than authorized College purposes.  

5) Maintain exclusive control over and use of his/her password, and protect it 
from inadvertent disclosure to others. 

6) Select a password that bears no obvious relation to the user, the user's 
organizational group, or the user's work project, and that is not easy to guess. 

7) Ensure that data under his/her control and/or direction is properly safeguarded 
according to its level of sensitivity. 

8) Report to the Information Technology Services staff any incident that appears 
to compromise the security of Northern College information resources. These 
include missing data, virus infestations, and unexplained transactions. 

9) Access only the data and automated functions for which he/she is authorized in 
the course of normal business activity. 

10) Obtain supervisor authorization for any uploading or downloading of 
information to or from Northern College multi-user information systems if this 
activity is outside the scope of normal business activities. 

11) Make backups of all sensitive, critical, and valuable data files as often as is 
deemed reasonable by their supervisor. 

 

Disciplinary Process 
Violation of these policies may subject employees or contractors to disciplinary procedures up to 
and including termination. 

 




